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The integration of Digital Technology in all facets of our lives is a reality.  
The Digital Malta Strategy 2014-2020 has been, and will continue to be, 
a driver of Information and Communications Technology, contributing to 
economic growth.  

F O R E W O R D
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As the Digital Society further evolves, so too does the 
demand for a digital workforce, able to power growth 
in the digital economy.

Malta Information Technology Agency (MITA), being the leader in the 
implementation of the Government’s ICT Programme, has embarked 
on the provision of an on-premise private cloud. This will serve as the 
foundation for the modernisation of Information Systems that can take 
advantage of emerging and disruptive technologies.

The MITA Strategy builds on the momentum achieved in our roadmap 
to refresh technologies and improve services to better address the 
changing business and operational needs of our clients.  We aim to 
help government identify areas for the implementation of technologies, 
such as Blockchain and Internet of Things, which could offer 
considerable transformation in Government business processes for the 
benefit of citizens and the business sector alike.

Drawing on nearly three decades of experience, tradition and flexibility, 
this strategy inspires us to continue to be a part of the Government’s 
ICT success story.  We will implement digital services that reap the 
benefit of new technology and innovation to improve the experience of 
the Public Sector.  

These are exciting opportunities.  We have the business case and 
the commitment to bring forward the tools and technology to further 
innovate Government business processes. There is also growth 
potential for our employees, who have the opportunity to develop 
further their skills in emerging technologies.  After all, it is their talent 
which delivers results.

Tony Sultana
Executive Chairman
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During the term of this strategy, MITA will reach a milestone of three 
decades of service. Since its inception, the Agency constantly has believed 
in the competence and commitment of its employees. This has helped the 
Agency to build and maintain the excellence achieved to date.

I N T R O D U C T I O N
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Operating in a rapidly changing environment, 
MITA is committed to supporting Government in 
implementing innovative technologies to better serve 
citizens and businesses. This empowers the Public 
Administration to contribute to the strengthening of 
the digital economy.  

MITA’s role is to assist Government continuously in the digitalisation of 
Public Services. It promotes technology-driven change in Government, 
ensuring employees develop and hone the right skills, for the country to 
enjoy significant social and economic payoffs. 

In addition to its internationally accredited Tier III Data Centre, various 
ISO accreditations, and supporting Information Communications 
and Technology (ICT) infrastructure across the various Government 
departments, the Agency is in an excellent position to assist 
Government in integrating digital systems and facilitate collaboration 
between stakeholders. 

MITA will continue to help Government shift from in-house service 
design, to services conceived on citizens’ expectations.  This requires a 
culture change, but MITA is working with stakeholders to engage and 
empower citizens and businesses in the digitalisation process so as to 
achieve more efficient Public Services. 

MITA must remain open to innovation and be forward thinking.  It 
is necessary to understand the needs of both young and mature 
generations, to ensure a digital government that is accessible 
and easy to use.  Maintaining this momentum will guarantee an 
effective and affordable Government that is better placed to fulfil its 
multidimensional mission, and ultimately contribute towards a digital 
nation as envisioned in the Digital Malta Strategy.  

           

1  |  I N T R O D U C T I O N
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To deliver, MITA needs to strengthen its capacity to deploy new 
technologies and will:

• Focus on added value activities which cut across Government and 
facilitate implementation and adoption of Government policy.

• Suggest and implement new technologies and industry best 
practices to maximise the potential of Government digitalisation.

• Foster wider participation across Government to increase 
cooperation through ICT.

• Be flexible to change according to emerging needs.
• Strengthen coordination between stakeholders, promote citizen 

participation and facilitate a shift towards more citizen and business 
centric Public Services.

• Meet the evolving techno-social needs and demands of citizens and 
businesses.
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The environment within which MITA operates is very dynamic. Whether 
this relates to the booming economy, to emerging customer needs or to 
the availability of new disruptive technologies, this vigour necessitates 
the organisation to continuously change. MITA must capitalise on the 
opportunities and overcome the challenges ahead.

S I T U A T I O N A L  A N A L Y S I S



13



14

2.1 EXTERNAL ENVIRONMENT

2.1.1 Technological Development and Economic Growth

The pace of technological change is fast, influencing all sectors of the 
economy.  Technology has become more engrained in all that we do. 
But as technology evolves so too do the demands and expectations 
of citizens and businesses.  ICT has become a requirement for the 
efficient running of virtually all facets of life-business, Government 
operations and personal experience.

This is placing more pressure on technological service providers to 
deliver, especially amid a Maltese economy experiencing strong growth 
and at a time when Malta continues to offer an attractive environment 
for current and new business operators to flourish.

The demand for skilled professionals is increasing at par.  Employers 
are experiencing faster employee turnover and are encountering 
difficulties in replacing qualified and experienced ICT personnel who 
leave.  This highly competitive market is putting pressure on salaries, 
which is challenging, especially within the Public Administration.  

2.1.2 Social Dimension

Widespread connectivity, and the use of smartphones and social media, 
have dramatically changed lives.  Society is switching increasingly from 
the use of traditional counter service to an online digital experience as 
people stay online anytime, anywhere, from any device, to fulfil their 
personal, social and business needs.

Technology advancements have changed the workplace environment.  
The digital workplace facilitates better communication and 
collaboration, and seamless remote working.  Employers need to 
ensure that proper governance structures and management tools are 
put in place, to meet this reality. There is a challenge to engage and 
retain talented employees, who wish to be valued and supported in their 
career aspirations and personal lifestyles. 

2  |  S I T U A T I O N A L  A N A L Y S I S
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The millennial generation 
were born as technology savvy 
individuals. They demand 
technologically advanced services 
in nearly all aspects of life, 
including education, health, finance, 
shopping and entertainment.  The 
Public Administration is faced 
with a spectrum of individuals, 
varying from millennials who 
have no experience of life without 
technology to those who still shy 
away from it.
 

2.1.3 Legislative

The modernisation of public 
services is essential to address 
the increasing and changing 
demands and priorities of citizens 
and businesses. This is being 
powered through the availability 
and use of technologies such as 
cloud computing, social media 
and Internet of Things, and 
facilitated through concepts such 
as once-only and free-flow of 
data. At the same time, the risk 
of cyber-attacks is increasing, 
but this must not be allowed to 
hinder Government from its drive 
to continue to digitalise Public 
Service provision.  A strong legal 
and security framework mitigates 
such risks.  

The Government is implementing 
the Malta Cyber Security Strategy, 
which was issued in 2016.  This 
is pivotal to minimise national 
security risks, as well as provide 
a safer online experience for 
citizens and businesses.  The 
Cyber Security front must be 
strengthened in all aspects, 
including legal, technical 
and institutional capabilities, 
awareness programmes and 
collaboration with stakeholders. 

The Government must ensure that 
legal frameworks are updated 
continuously to meet changes 
in modernised public services 
provision, and to ensure their 
smooth adoption on a national 
scale.  The enforcement of the 
new EU General Data Protection 
Regulation, which provides 
the legal framework for the 
processing of personal data, 
requires that the necessary 
systems and processes are 
in place.  
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Accountability and privacy by design concepts should dominate, both 
in MITA’s organisational fabric and Government operations.  The EU’s 
Digital Single Market, eGovernment Action Plan 2016-2020 and the 
recently signed Tallinn Ministerial Declaration on eGovernment are 
some of the realities which bring challenges and opportunities.  

Public Administrations need to ensure timely robust implementation, 
not only of technology but also the supporting frameworks for the 
adoption of legal, safe and secure operations.

2.1.4 Digital Public Services

The Government has progressed in implementing a 24x7 Public 
Administration. There has been a major effort to further enhance 
online Public Services to make them more accessible and user friendly, 
including the introduction of mobile services for everyone, anywhere, at 
any time.
  
The drive to modernise Public Service delivery using digital 
technologies, in tandem with the commitment to reduce regulatory 
burden, is making Government services more accessible for citizens 
and businesses. This initiative is also promoting a greener environment, 
through the reduction of paper use and travel.
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2.2 INTERNAL ENVIRONMENT

2.2.1 ICT Policy, Strategy and Governance

The Agency’s vision, mission and raison d’être, and alignment to the 
Digital Malta Strategy 2014-2020, guarantees legitimacy, continuity and 
stability in its business area of operations.   

MITA has a national role to play and has established strong relations with 
stakeholders, both within Government and internationally, participating 
in EU and international fora.  The Agency contributes actively towards 
a wide array of digital transformations within Government, including 
Digital Malta, Mobile Government, Cyber Security and Data Governance, 
providing continuous assistance in their implementation.  

MITA, in its capacity as Government’s CIO helps secure 
intra-governmental needs endorsing a decentralisation approach, 
whilst empowering and supporting ministry and entity Chief Information 
Officers (CIOs).

While Government has made headway, there is a need to improve further 
the service offering to citizens and businesses. MITA plays an important 
role in assisting and enabling this transformation which requires 
supporting legislation, policies and processes.

2.2.2 Information Technology Services

Substantial capital is invested in the Data Centre, the Malta 
Government Network (MAGNET) infrastructure, and the provision of 
shared, centralised ICT platforms. This enables the One-Government 
principle, and helps Government to capitalise on economies of scale 
and align with current technologies, while improving security and 
reducing operational costs.  MITA has applied the use of virtualisation 
technologies to provide Government with private cloud services.  These 
Government strategic assets have been bolstered through collaboration 
with the private sector and market leading technology providers.  
MITA has been able to strengthen security, reliability and resiliency 
underpinning Government operations.
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The portfolio of ICT services 
spans wide, addressing 
horizontal services, such as 
email, internet, hosting, backups, 
network and security services, 
as well as vertical offerings 
supporting diverse Government 
business needs.  In carrying out 
these services, collaboration, 
simplification and automation are 
considered but more needs to be 
done in this regard.

2.2.3 Information Systems 

MITA has been instrumental in 
the renewal and deployment of 
new information systems.  While 
MITA continued to strengthen 
Government’s core information 
systems, line-of-business 
systems, which are vertical in 
nature, are being delegated to the 
respective Ministries and entities. 
This is being achieved within the 
context of strengthening 
Ministry CIOs.

MITA is assisting the Government 
in the implementation of one-stop 
shop services, intragovernmental 
services (e.g. ease of doing 
business), and improved online 
offerings, to enhance the provision 
of public services.

The Agency’s role has also been 
felt in the drive to further improve 
end-to-end public services which 
are fit-for-purpose and address 
citizen and business needs.  This 
lies at the heart of what MITA 
does.  Designing and delivering 
the right services is critical in 
shaping trust in, and perceptions 
of, the Public Administration.  

2.2.4 Application and Take-up  
 of ICT

MITA brings ICT closer to citizens 
and businesses to reduce 
the digital divide.  National 
initiatives included introductory 
programmes to encourage 
better use of online services 
and increased awareness while 
transacting online.  Other projects 
targeted specific audiences 
such as University, Colleges and 
secondary students, youths and 
the elderly. 
 
MITA also has supported start-
ups in getting established and 
turning ideas into workable and 
marketable products. The Agency 
is encouraging entrepreneurship 
and innovation through financial 
assistance and mentoring, both 
technical and business. 
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2.2.5 An Agile and Pro-active Agency

MITA’s organisational model has evolved.  The setting up of cross-
functional action teams has been an important step in breaking 
down silos, and has demonstrated that the workforce is flexible and 
responsive.

MITA has always believed that its success lies in its employees’ 
expertise, commitment and dedication to team work.  The 
modernisation of Government ICT Infrastructure and software 
architecture provides an opportunity for employees to experience 
personal and professional growth.  The Agency is investing in their 
learning and development, as well as in guaranteeing a healthy and 
supportive working environment.  This has been enabled through 
Human Resource measures, including employee training programmes, 
career progression frameworks, increased benefits and stronger 
participation in team building and social-responsibility events. MITA 
understands the importance of work-life balance which impacts both 
the employees’ wellbeing and the Agency’s ability to attract and retain 
the best people, especially during this time of Human 
Resource challenges. 

The attitude towards agility and pro-activity is also reflected in the 
business operations where MITA has maintained a degree of autonomy. 
In terms of public procurement, it is able to administer its own 
requirements. Moreover, the Agency has now been defined as a Central 
Purchasing Body, and it may issue Framework Agreements and operate 
a Dynamic Purchasing System through which other Government 
departments can benefit.
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MITA is the central driver of ICT policy, programmes and initiatives for 
Government.  The Agency has an important role in the implementation 
of Digital Government as outlined in Digital Malta 2014-2020.  Moreover, 
with the strengthening of the Ministries’ Office of the CIO, the Agency has 
a crucial role as CIO for Government, to harmonise the proliferation of 
digital services and to enable the Public Administration to give citizens and 
businesses a seamless experience when transacting with Government. 

S T R A T E G I C  P O S I T I O N
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In the coming three years, MITA will co-ordinate 
the delivery, management and execution of 
digital services, driving the Government’s digital 
transformation. This will involve working with 
stakeholders, including Ministry CIOs.

3.1  RAISON D’ÊTRE

MITA’s raison d’être is to:

• Serve as the central driver of Government’s ICT policy and strategy. 
• Deliver and manage information systems across Government to 

enable reform and innovation in public service delivery. 
• Provide efficient, effective and secure ICT infrastructure and services 

to Government. 
• Encourage the application and take-up of ICTs in the wider economy.

3.2  VISION

MITA needs to continue to evolve and transform to meet the challenges 
from new demands and disruptive technologies. The Agency will extend 
its collaboration with Ministries and will serve as: 

           

3  |  S T R A T E G I C  P O S I T I O N

The Digital Driver 
for the transformation of Government. 
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3.3  MISSION STATEMENT

To attain the vision:

MITA will enhance its services to help implement the Government 
agenda.  Through policy direction and the adoption of new technologies 
the Agency will proliferate and attain a more connected digital 
Government. 

The Agency will adopt a dynamic approach within its business and 
technical functions, and co-ordinate work with stakeholders to assist 
Government in its mandate of improving the social and economic well-
being of society.

3.4  CORE VALUES

MITA’s core values underpin the Agency’s vision, mission and 
organisational culture.  They are what give the organisation its 
character. 

We will formulate and implement 
digital policies, infrastructures and solutions 
to assist Government to further improve 
socio-economic prosperity.

PEOPLE    We are central to MITA’s success 
EMPOWERMENT   We are empowered 
PROFESSIONALISM   We are professional in what we do 
CLIENT FOCUS    We enable our clients to achieve their goals
CONTINUOUS IMPROVEMENT  We seek continuous improvement

We will formulate and implement 
digital policies, infrastructures and solutions 
to assist Government to further improve 
socio-economic prosperity.
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3.5 CORPORATE DRIVERS

MITA’s modus operandi will have four corporate drivers, as illustrated below:

transformation 
Adoption of technologies and methodologies to create 
added-value.

In order to align continuously with business and technological changes, it 
is important for the Agency to nurture a culture that prioritises learning 
and development and drives continuous improvement.  Such a culture 
ensures that operations are geared to provide efficient service delivery 
and support.  The transformation must be twofold: to innovate in existing 
core business areas and to establish new services at an opportune time. 
MITA will implement new technologies to keep Government operations at 
the forefront of the digital world. 

The implementation of DevOps, a methodology bringing development 
and operations personnel closer together, is an example where 
transformation through agile operations can provide more value to the 
client and the Agency alike. Flexibility, combined with digitalisation, can 
create greater value for the Agency and stakeholders.

Fig. 1.0 Corporate Drivers

3  |  S T R A T E G I C  P O S I T I O N
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innovation
Innovative culture, organisational processes and operations.

For the Agency to succeed within such a dynamic environment, it must 
adopt an innovative approach, whether this relates to strategising, 
policy setting, adoption and deployment of technologies, delivering 
services and projects, or in the way the Agency functions and 
operates.   Employees must embrace a culture based on knowledge, 
innovation, ongoing learning and the application of researched case 
studies.  Information systems and services will be modernised to take 
advantage of current and, where appropriate, emerging technologies, 
architectures, methodologies and pertinent ecosystems, abiding by 
important principles of interoperability, portability and scalability.

Further to the contribution that MITA has already made to assist 
the Public Administration to transform, it is now time to adopt new 
technology eco-systems.  These include Internet of Things, Big 
Data, Virtual Reality and Blockchain. The Agency will work in close 
collaboration with stakeholders to allow technology transfer from 
proof–of-concepts and pilot projects to actual Public Service offerings 
for businesses and citizens alike.

leadership
Professional human resources to direct Government 
digitalisation activities.

The Agency will direct the Government’s digital ecosystem, by 
spearheading the digitalisation of Public Services through policies, 
technologies and infrastructures.  Apart from the direct contribution 
to ICT programmes, MITA supports Government through its outreach 
activities, aimed at raising ICT awareness, and safe and responsible use 
of Government digital services. 

The Agency is an employer of choice, offering career growth and an 
opportunity for learning and development.  Employees experience 
a working environment which is dynamic, diverse and comprises 
relatively large ICT systems.  

The Agency collaborates with educators and students, contributing to 
the supply of skilled workers for the ICT sector, to expand further.
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governance
Accountability and security of Government information assets.

The Agency strives to provide the Public Administration with 
comprehensive solutions and underlying technologies to protect 
Government information assets.  MITA’s collaboration with stakeholders 
and investment in the adoption of ICT standards, methodologies 
and tools, are crucial for the protection of Government data and ICT 
operations. 

This is the holistic approach through which the Agency governs the 
ICT operations of Government services, including the maintenance of 
appropriate ICT policies and governance structures.  Working in tandem 
with Ministry CIOs, MITA ensures that prioritisation, direction setting 
and decision making are aligned to Government strategic goals.

3.6  PRINCIPLES

The following set of strategic and technological principles will enable 
MITA to deliver in line with its corporate drivers:

3.6.1 Strategic

• Focus on core, and base decisions, on long-term strategic and 
 day-to-day operational perspectives.
• Operate on a cost-recovery basis while securing long term 

investment in technology and resources.
• Adopt a collaborative approach with the Public Administration, 

stakeholders and end-users to provide fit-for-purpose digital 
services.

• Retain flexibility between in-house service provisioning and 
outsourcing/brokering.

• Optimise the use of investments and funding, and the use and 
 re-use of infrastructures, systems, components and tools.
• Adopt a risk management approach.

3  |  S T R A T E G I C  P O S I T I O N
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• Integrate business process re-engineering and consultancy with the 
deployment of technology.

• Be environmentally friendly through new technologies and practices. 
• Establish cross-functional fora and action teams to tackle corporate 

assignments.
• Adopt the SMART (Specific, Measurable, Achievable, Realistic, 
 Time-Bound) concept for projects and services, and focus on 

benefits realised.

3.6.2 Technological

• Adopt software architecture concepts that facilitate and support 
platform agnostic and cloud-ready applications.

• Be flexible in both operations and service-provisioning through 
diversification in technology infrastructure (stacks), supporting 
structures and tools. 

• Adopt a mobile-first approach and deliver in such a way that 
solutions are independent of the type of hardware and 

 software used.
• Embrace new technologies that provide value to enterprise 

architecture and user requirements while avoiding be-spoke and 
closed technologies.

• Adopt appropriate security processes and technologies to ensure 
confidentiality, availability and integrity of core and sensitive data.

• Promote interoperability, sharing and re-use of data, avoiding 
duplication through systems integration, mashing up of existing 
intelligence and workflows.
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MITA will attain the set vision, mission and strategic standing, by achieving 
10 Desired States (Fig 2.0) by the end of this strategy term (2020). The 
Desired States (DS) will be implemented through 32 concrete actions, 
supported by yearly initiatives.

D E S I R E D  S T A T E S
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4  |  D E S I R E D  S T A T E S

Corporate Drivers

Desired States

Fig. 2.0 Desired States
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4.1 DS1 COMPREHENSIVE 
 AND INTEGRATED ICT POLICIES

Economic, social and technological trends are incessantly pushing 
governments to modernise and digitise.  This necessitates proactive ICT 
policies, the alignment of associated legislation, and the upgrading of 
supporting frameworks.  

MITA plays an important role in helping Government to design digital strategies, 
prioritise ICT investments and secure their delivery.  The Agency will oversee 
the Government’s enterprise architecture and will govern the development and 
the use of its network, and of corporate / strategic information systems.

This will be achieved in close collaboration with the Office of the Principal 
Permanent Secretary, Ministry Permanent Secretaries, as well as other 
policy stakeholders within Government and at EU level.  MITA, in its role of 
Government CIO, will oversee de-centralisation, directly involving 
the Office of CIOs.

MITA is the adviser to Government in the 
development of ICT strategies and policies which 
reflect technological developments as well as 
evolving socioeconomic norms.

ACTIONS

1. Assist Government in the implementation of national 
 priorities through digital strategies development, policy 

formulation, governance and funding frameworks.
2. Strengthen ICT policies to reflect technological developments as 

well as evolving socioeconomic norms.
3. Strengthen MITA’s role as the Government CIO to enable the 

whole-of-Government concept.
4. Participate in national, EU and international fora, establish 

partnerships with other stakeholders and assist Government in 
the setting up and adoption of new legislation impacting ICT.
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4.2 DS2 APPLIED USE OF EMERGING    
 TECHNOLOGIES

New technological trends such as Internet of Things, Big Data, 
Blockchain, Artificial Intelligence, Wearable Technology and Quantum 
Technology provide opportunities for Government which go beyond the 
traditional application of ICTs.  MITA will carry out applied research, and 
implement pilot projects, to test their applicability.  

MITA will do this through close collaboration with industry leaders and 
other public administrations taking this path. 

This will improve public service delivery, and will expose employees to 
new methods and technologies.

4  |  D E S I R E D  S T A T E S

MITA proactively identifies the potential 
of emerging technologies, and pilots 
their adoption for improved public 
service delivery.

ACTIONS

5. Partner with leading technology providers, Governments and 
other institutions to set up a National Blockchain Laboratory 
and other work-spaces, where technologists can learn, pilot, 
adapt and apply emerging technologies within the Public 
Administration.

6. Invest in twinning and experience-sharing programmes for 
knowledge exchange and collaboration.
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4.3 DS3 SECURE PROVISION 
 OF ICT SOLUTIONS

In today’s largely digitised world, security plays a significant role, 
especially in Government.  MITA enables Government to protect its 
digital assets through a comprehensive approach that ensures the 
confidentiality, integrity and availability of data. 

It is impossible to guarantee immunity from every potential attack 
but MITA will continuously strive to identify security challenges and 
undertake comprehensive measures to address them. 

A risk management approach shall be adopted by MITA to ensure that 
such a goal is performed in a prudent and effective manner.

MITA operates a rigorous framework to 
safeguard Government’s digital assets, 
while enhancing clients’ confidence in 
Government services.

ACTIONS

7. Continuously assess Government ICT solutions and 
infrastructure to protect the availability, integrity and 
confidentiality of Government digital assets.

8. Be at the forefront of the security threat landscape by 
strengthening knowledge and supporting mechanisms to 
detect information security events in a timely, smart and 
effective manner. 

9. Respond, investigate and recover from security incidents that 
impact Government digital assets.
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4.4 DS4 DIGITALISED 
 PUBLIC SERVICES 

MITA will assist in the simplification and digitalisation of public 
services, and in facilitating better interaction of citizens and businesses 
with the Public Administration. 

The Agency and the Ministry CIOs, assisted by private sector players, 
will employ a citizen and business centric approach by involving end 
users in the design, transformation and implementation of Public 
Services.  The objective is transition from a push-based to a pull-based 
approach. 

This shift will allow the Public Administration to work more as one 
Government in order to achieve better ways of working and take more 
informed decisions, resulting in cost savings, less detrimental impact 
on the environment and improved service delivery.

4  |  D E S I R E D  S T A T E S
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MITA is a major stakeholder in the 
transformation of Government and 
Public Services enabled 
by technology.

ACTIONS

10. Conceptualise and implement digital initiatives that have a 
significant impact on the Public Administration’s mission, 
reduce administrative burdens and generate greater value to 
Government, citizens and businesses.

11. Develop and maintain a register and repository of information 
systems, components and relevant frameworks to facilitate 
sharing, interoperability and re-use of systems across 
Government.

12. Support Government in the implementation of the Once-Only 
Principle so that citizens supply data only once when in 
contact with the Public Administration, while safeguarding 
their right to data protection.

13. Encourage the adoption of Open Government Data by the 
Public Administration to stimulate further use of this data 
in the development of innovative products and services by 
entrepreneurs and others.

14. Implement solutions (e.g. data analytics) to support 
Government in its use of technology to improve policy and 
decision-making. 
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4.5 DS5 INCREASED ENGAGEMENT 
 WITH COMMUNITY

Government plays an important role in eliciting digital take-up which 
impacts people’s lives, whether this relates to their work, study or leisure. 
As the technological way-of-doing-things becomes more widespread within 
society, measures will be taken not to leave anyone behind.  In addition, those 
sectors and individuals who are already exposed to ICT need to be cultivated, 
strengthened and directed towards its proper and effective use.  

To achieve this, MITA will organise awareness campaigns on the 
application of digital technologies and, where appropriate, manage 
programmes to further equip all those involved.  These measures will be 
taken through collaboration with stakeholders, both local and foreign. 

MITA will continue to encourage technological entrepreneurship, 
providing space and support for start-ups who are primed to utilise 
technologies in effective ways.

4  |  D E S I R E D  S T A T E S

MITA instils a digital first culture 
amongst citizens, businesses and 
Government to increase uptake of digital 
services and technologies.

ACTIONS

15. Elevate the importance of the use of digital technologies 
in areas of national and Government interest, and engage 
with different sectors of society to increase the level of ICT 
competencies.

16. Support Government in raising awareness to improve the 
take-up of digital public services.

17. Promote digital entrepreneurship and innovation, including 
the setting up of a Blockchain Hub to assist start-ups in 
developing solutions using this technology.
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4.6 DS6 STRONGER CYBER SECURITY 
 POSTURE 

With the increased permeation of technology, the possibility of cyber-
attacks is inevitable.  While technology delivers improved social well-being 
and economic growth, the malicious use of such technologies should not 
be underestimated.

The Government needs to take a leading role on security, with collective 
responsibility and commitment by all other stakeholders.  Cooperation 
at an international level is vital, as cyber security challenges know 
no territorial boundaries.  Everyone stands to gain through mutual 
collaboration on threat intelligence. 

This is in line with the values and requirements of Malta’s National Cyber 
Security Strategy, for which MITA played a major role in its articulation 
and launch in 2016.  The following targeted actions by MITA aim to bring 
National Cyber Security Strategy to its fruition in the coming years.

MITA acts as a national reference 
point on cyber security to strengthen 
the nation’s defence against 
cyber-attack. 

ACTIONS

18. Cooperate and collaborate with other Governments and 
 Cyber Security institutional bodies, to increase as well as 

share threat intelligence.
19. Actively support the Government in the implementation of 

Cyber Security Strategy, in cooperation with stakeholders.
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4.7 DS7 CONVERGED ICT SOLUTIONS 
 AND OPERATIONS

MITA performs a critical role in providing the Public Administration with 
technological infrastructure and software platforms.  This centralised 
approach provides standardisation, economies of scale, and stronger 
security and continuity of services, while reducing negative impact on the 
environment.

Decisions should aim to achieve organisational effectiveness to sustain 
strategic capabilities, and will be taken after careful identification of 
technological trends and advances which might be adopted in daily 
operations.
   
It is crucial that MITA clearly understands Government and citizens’ needs.  
The Agency will collaborate with stakeholders to design services which are 
delivered quickly and seamlessly through a flexible and converged setup.

While maintaining upkeep of current services, MITA will adopt new 
technologies and methodologies aligned to a converged platform and thus 
increase its value proposition for Government. 

4  |  D E S I R E D  S T A T E S
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MITA operates a technologically advanced 
infrastructure  and software platform which 
is secure, scalable, cost-effective and provides 
for Government’s continued operations.

ACTIONS

20. Make improvements in core infrastructure to enhance data 
centre and network optimisation.

21. Ensure currency and modernisation of technological 
infrastructures and information systems, to reap benefits 
from latest technologies as well as to mitigate security 
threats and assure support.

22. Ensure that tested business continuity and disaster recovery 
plans are in place so that MITA is well prepared in case of 
undesirable events.

23. Continuously assess the serviceability of critical ICT assets 
through comprehensive monitoring of the Government ICT 
landscape.

24. Implement architectural models to facilitate system 
interoperability.

  



40

4  |  D E S I R E D  S T A T E S

4.8 DS8 HIGHER VALUE-ADDING 
 ACTIVITIES

Strategic priorities, business exigencies and technological advances 
require the implementation of new technologies, information systems and 
methods within the Public Administration.  MITA is often directly involved in 
their design, implementation and support.

This reality has, over the years, caused MITA’s portfolio of services and 
projects to be too broad, resulting in MITA resources being thinly spread.  

The Agency will focus on core areas, critical to Government.  The Office of 
the CIOs has, in recent years, been strengthened to enable the transition of 
shifting systems and services closer to the line of business. 

This approach allows MITA to evolve, innovate and bring added value to 
Government services.

MITA focuses effort on systems and 
services that are core and critical 
to Government, and on activities where 
the Agency can provide higher value

ACTIONS

25. Establish frameworks to enable Ministries to take over 
 non-core services, ensuring uniformity, adherence to 

Government ICT standards and economies of scale. 
26. Delegate identified non-core systems and services which can 

be managed or implemented by the respective Ministries.
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4.9 DS9 CLIENT CENTRIC 
 AND AGILE PROCESSES

Operating in a dynamic business and technological environment 
requires internal processes and operations that can adapt in an agile 
and responsive way to changing needs.  While taking advantage of 
technological opportunities, it is important for systems to be aligned with 
the needs and demands of our clients.

MITA will exploit its business acumen, knowledge and experience to create 
the added value which satisfies the needs of its clients. 

The Agency will adopt a client-centric culture. This requires a closer 
working relationship with stakeholders to define the core operational 
capabilities which will improve our business model.

Bringing services closer to our clients will require simplification, 
automation and quicker response rates to satisfy client and 
business demands.

MITA operates in an agile and 
client-centric way, based on improved 
processes, use of technology
and enterprise tools.

ACTIONS

27. Re-engineer (to simplify and consolidate) workflows 
cutting across the Agency, optimising processes to achieve 
simplification and efficiency. 

28. Establish shareable platforms that serve as a repository of 
all data related to services and projects, facilitating business 
operations.

29. Increase the number of services that can be self-provisioned 
by clients.
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4.10 DS10 VIBRANT AND ENGAGED 
 HUMAN CAPITAL 

The Agency will continue to invest in its workforce in terms of technical 
abilities, motivation and well-being, recognising the role of human capital 
in a dynamic digital environment and a thriving economy. 

MITA will build on its strength of satisfying the needs of both organisation 
and individuals. Careful attention to modern employment trends will 
enable MITA to provide the right working environment to retain and attract 
good quality employees.  

The Agency will continue to strengthen its organisational culture based 
around its value for society and continue to augment its image and 
reputation.  It will take pride in the experience, knowledge and expertise of its 
human resources while rewarding performance and encouraging innovation. 
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MITA fosters an environment that attracts, 
develops and retains human capital who have 
the necessary competencies to fulfil the 
Agency’s mission.

ACTIONS

30. Adopt an innovative approach to attracting talent by refreshing 
continuously the Agency’s image, and adopting HR best 
practices.

31. Provide employees with opportunities to develop 
professionally and technically through various means 
including career progression and exposure to new 
technological domains and ways of working.

32. Foster employee engagement through the creation of a 
positive culture which respects the individual, promotes 
flexibility / family friendly measures and overall well-being, 
and ensure a fair and transparent reward and recognition 
mechanism.
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The successful implementation of the strategy is dependent on a 
well-orchestrated enabling environment. This includes a focus on 
communications, aligning structures, and the allocation of the required 
human capital and other resources. Taking ownership of this document 
and the individual Actions is an important initial milestone as it sets the 
ground for proper planning and will facilitate the execution of the Actions 
and the achievement of the Desired States.   

I M P L E M E N T A T I O N
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Throughout the three-year term of the strategy, the 
Agency will deploy monitoring mechanisms, to track 
progress and identify areas that require review and 
appropriate alignment. 

The defined corporate values and corporate 
drivers will shape our culture and create the right 
environment for the successful implementation of the 
strategy.

The initiatives highlighted in Appendix A are designed 
to achieve the Desired States and Actions. These 
initiatives will be further defined in the organisation’s 
yearly business plan.

The model (Fig 3.0) depicts this strategic 
implementation process.

5  |  I M P L E M E N T A T I O N
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Fig. 3.0
 Implementation Process
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DESIRED STATES

INITIATIVES 1 2 3 4 5 6 7 8 9 10

1 Work in line with the Government’s National 
Blockchain Strategy and introduce Blockchain 
Technology (such as Crypto Currency, Smart 
contracts) in Government through participation in:

• The Committee set by Government to provide 
Blockchain Policy Direction.

•  The implementation of a Proof of Concept / 
Pilot Project in an area within Government.

•  Training and awareness campaigns on the 
application of the new technology.

• • • • •

2 Identify and propose areas where Internet of 
Things (IoT) technology can be implemented in 
Government:

•  Lead the drafting of a strategy to provide IoT 
Policy Direction in Government.

•  Co-ordinate a number of parties to 
implement a Proof of Concept / Pilot Project 
in an area within Government.

•  Carry out a training and awareness 
campaign on the application of the new 
technology.

• • • • •

3 Identify and propose areas where Wearable 
Technology (WT) can be implemented in 
Government:

•  Lead the drafting of a strategy to provide WT 
Policy Direction to Government.

•  Co-ordinate a number of parties to 
implement a Proof of Concept / Pilot Project 
in an area within Government.

•  Carry out a training and awareness 
campaign on the application of the new 
technology.

• • • • •

A P P E N D I C E S
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DESIRED STATES

INITIATIVES 1 2 3 4 5 6 7 8 9 10

4 Augment and update the GMICT policy framework 
to reflect current and emerging trends and 
business needs.

• • •

5 Strengthen the ICT Governance Function within 
MITA and, together with Ministry CIOs, across the 
public service.

• • •

6 Optimise EU funding for ICT projects, and adopt 
EU shared systems and technologies (such 
as systems, components, etc. enabled by EU 
Programmes such as the ISA2 and HORIZON 
2020), for reuse.

•

7 Establish partnerships with international 
stakeholders to exchange knowledge about 
emerging ICT trends, and to encourage their 
application in the public sector.

• • • • • • • •

8 Review and re-engineer / rationalise Government 
Information Security Policies, Procedures, and 
Standards in order to address existing gaps (e.g. 
enterprise encryption, data classification and data 
privacy).

• •

9 Enhance the capacities (human resources and 
technologies) that can effectively be used to 
detect and respond to Security Threats and 
Incidents (e.g. capitalising on the current Security 
Information and Event Management system, and 
assessing the viability of analytics tools).  

• • •
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DESIRED STATES

INITIATIVES 1 2 3 4 5 6 7 8 9 10

10 Modernise information systems further to align 
them with current technological developments 
and trends

•  Using service-oriented architectures.
•  Adopting cloud and mobile-first concepts.
•  Maximising the use of virtualised 

infrastructure environments.
• Strengthening system interactions in-line 

with the data sharing initiatives.
• Reducing overall applications footprint.
•  Applying Privacy by Design.
•  Adopting data always at source, and          

Once-Only principles.

• • •

11 Explore information systems and components 
that are available within sections of Government 
and make them available for re-use across all 
Government.

• • • • •

12 Strengthen the consolidated and coherent 
approach across Ministry CIOs to achieve 
Government targets / policy objectives.

• • • •

13 Implement collaborative horizontal solutions for 
Government.

• • • • • •

14 Explore the viability of having a common data 
analytics framework for Government digital 
services. 

• •

15 Implement accredited single source of official data 
which has ownership and legal basis, and make 
available for re-use within the data protection 
regulations.

•

A P P E N D I C E S
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DESIRED STATES

INITIATIVES 1 2 3 4 5 6 7 8 9 10

16 Implement the CONvErGE Horizontal Layer which 
consists of:

•  ‘On-Premise Private Cloud and Software 
Building Blocks’ (MITA Cloud).

•    The enterprise identity and access 
management solution.

•    The Foundation Data Layer.

• • • • • •

17 Ascertain (through proper communication and 
support provision), that the systems, policies and 
procedures (within the Agency and Government) 
are engineered in line with the technologies 
and concepts emerging from the CONvErGE 
Horizontal Layer.

• •

18 Direct, drive and oversee that current information 
systems are migrated and new information 
systems are engineered to be implemented on the 
MITA Cloud and integrated with the CONvErGE 
Horizontal Layer.

• • •

19 Further simplification of the EID and adoption of 
the EIDAS.

•

20 Implement the data sharing policies and 
associated right-of-use licence agreements.

• •

21 Proliferate the further application and take-up of 
ICT in society and economy.

• • • • •

22 Establish a set of strategic measures (benefiting 
business / citizens) which successful bidders for 
MITA tenders would be expected to deliver.

•
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DESIRED STATES

INITIATIVES 1 2 3 4 5 6 7 8 9 10

23 Extend the MIH accelerator programme to work 
on an international sphere.

•

24 Enhance the Agency's online presence to promote 
MITA's services to all stakeholders.  

• •

25 Prioritise ICT Research and Innovation for the 
adoption of new technologies in the public sector. 

• • • • • • • •

26 Be the national point of reference on 
cyber security related matters through the 
establishment of relationships with the relevant 
peers (EU, OSCD, UN), co-operation where 
applicable, and ensuring national liaison where 
necessary. 

• • • •

27 Assist Government with the implementation of the 
National Cyber Security Strategy.

•

28 Further upgrade Government infrastructure 
and services to improve security, mobility and 
resiliency in IT / IS operations.

• • •

29 Extend the Divestment Programme to include 
further information systems and services.

•

30 Establish enabling procurement frameworks for 
use by Ministries in the following areas:

•  Procurement of Standard ICT Equipment.
•  Procurement of Outsourced Services.
•  Procurement of ICT Solutions                       

(e.g. Bespoke IS).

• •

A P P E N D I C E S
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DESIRED STATES

INITIATIVES 1 2 3 4 5 6 7 8 9 10

31 Create automation and implementation tools to 
enable self-provisioning of a number of services 
and improve service operational processes.

• • •

32 Review and improve internal systems and 
processes for the Agency to continue to meet 
business and legislative needs, become more 
agile and responsive, and adopt a continuous 
service improvement culture.

• • • •

33 Strengthen MITA core technical skills by building 
competencies pertaining to Blockchain, IoT, 
Wearable Technology and Open Data, and 
proactively identify and develop other skills 
required in emerging technologies (such as 
Quantum Technology, and Artificial Intelligence).

• • • • • •

34 Continue to strengthen MITA core management 
competencies.

•

35 Invest further in MITA employees' well-being 
through engaging programmes. 

•

36 Manage talent and up-skill human capital. •
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Agency  MITA is the central driver for Government’s Information and 
Communications Technology (ICT) policy, programmes and initiatives 
in Malta.

CONvErGE  The Connected eGovernment programme (co-financed by EU) will 
create new eService applications in the areas of Government to 
Business (G2B), Government to Citizen (G2C) and Government to 
Government (G2G).

Data Governance  Data governance is a set of processes to ensure that important data 
assets are managed formally throughout the enterprise. 

Digital First Culture  Occurs when solutions are developed through digital means in 
preference or at the expense of traditional means.

Digital Malta Strategy Malta’s national digital strategy sets the country’s 
2014-2020  vision to prosper as a digitally enabled nation in  all sectors of society.

GMICT  ICT policies, directives, procedures and standards for the adoption and 
use of technology within Government.

Malta Cyber  Establishes the foundations to ensure effective
Security Strategy  cyber security within Government, the private sector and civil society. 

MIH Accelerator A Government backed programme that helps 
Programme tech start-ups validate, test and execute their 
 business ideas in a structured manner.
 
Mobile Government Government’s strategy to provide digital public 
Strategy services on a 24x7 basis and make them available from anywhere.

One-Government or  An integrated approach to public service delivery, 
Whole of Government moving away from an isolated silo approach.

On-Premise  An “internal cloud”, hosted within MITA’s own
Private Cloud  data centre for use by Public Administration. 

Public Administration The Government of Malta including its ministries and departments, 
and the agencies, government entities, commissions and boards.
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